
The Health Insurance Portability and Accountability Act of 1996 ("HIPAA") was 
signed into law by President Clinton on August 21, 1996.  At that time it was the 
most important modification of employee benefits law since the passage of the Con-
solidated Omnibus Budget Reconciliation Act of 1985 (“COBRA”).  Even more signifi-
cant, however, were its sweeping revisions to the Public Health Services Act de-
signed to combat Medicare fraud and abuse and to standardize the reporting and 
exchange of medical records and information. 

Originally, HIPAA was known for its portability and non-discrimination provisions.  
Today, however, HIPAA is best known to the average person for its medical confi-
dentiality requirements, and that is the context in which it most often appears in 
reemployment assistance cases.  This article will provide a brief overview of HIPAA 
confidentiality provisions that may be relevant in separation cases.   

Title II of HIPAA includes the “administrative simplification” mandate.  As health 
care recordkeeping moved from paper files and x-ray film to digital imaging and 
recordkeeping, and paper and telephone communications were replaced with elec-
tronic transmittals, it became necessary to establish national standards for electron-
ic health transactions, including standard code sets.  Because electronic record stor-
age and transmittal greatly increase the risk of improper access to personal medical 
records, Congress gave the Department of Health and Human Services (“HHS”) au-
thority to issue regulations protecting the confidentiality of medical records and re-
lated information.  The most important of these rules are the Privacy Rule, 45 C.F.R. 
Part 164 Subpart E, and the Security Rule, 45 C.F.R. Part 164 Subpart C. 

 

Key Definitions 

The rules apply to “covered entities,” which are (1) health plans, (2) health care 
clearinghouses, and (3) health care providers who electronically transmit any health 
information in connection with transactions for which HHS has adopted standards.1  
The electronic transmittal of information includes transmittal of information for bill-
ing and payment purposes.  The rules also apply to “business associates,” which are 
entities that provide services or perform functions for the covered entity requiring 
access or usage of confidential medication information.2  Under the 2013 amend-
ments, business associates are subject to many of the same restrictions and liabili-
ties as covered entities for their use of confidential information.   
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The rules regulate collection, usage, maintenance and transmittal of confidential medical information, 
called “Protected Health Information” or “PHI.”3  PHI is health information (1) received, transmitted, or 
maintained in electronic or other form; (2) which identifies the individual or permits identification; (3) is 
created or received by a health care provider, health plan, employer, or health care clearinghouse; and (4) 
relates to the past, present, or future physical or mental health or condition of an individual, the provision 
of health care to an individual, or the past, present, or future payment for the provision of health care to 
an individual.4

 

The Privacy Rule 

The Privacy Rule, 45 C.F.R. § 164.500 et 
seq., establishes the permissible uses 
for PHI.  It prohibits any use not author-
ized by the rule.  The rule authorizes a 
number of uses, and establishes varying 
degrees of consent required for particu-
lar uses.  For example, use for “health 
care operations” including the provision 
of medical services does not require 
specific consent; use for marketing pur-
poses requires specific written consent; 
use for facility directories (such as hos-
pital room directory) require an opportunity to object; and several categories such as for governmental 
and legal purposes do not require consent.   

The Privacy Rule is written in a “standards” format.  This means the rule announces a general substantive 
standard, and covered entities are expected to develop policies that will implement the standard in their 
particular establishments.  This concept is crucial for reemployment assistance cases because, except for 
the most egregious cases, it is not the specific requirements of HIPAA or the Privacy Rule that are at issue, 
but rather employer policies implementing HIPAA.   

The two most important standards for reemployment assistance purposes are the “minimum necessary”5 

and incidental/inadvertent disclosure standards.6  These two standards are designed to limit the amount 
of PHI that is disclosed even when it is appropriately used or communicated in the workplace.  The mini-
mum necessary standard limits the amount of information, and the people who may obtain access to it, to 
that reasonably necessary to accomplish the purpose for which the information must be used.  The cov-
ered entity must also take steps to ensure that inadvertent or incidental disclosures do not occur during 
use of PHI.   

The Security Rule 

The Security Rule, as the name implies, is a set of standards designed to prevent malicious or unauthor-
ized access to electronic PHI.  The rule contains three broad standards: (1) administrative safeguards, 
which will be discussed generally below; (2) physical safeguards, which requires employers to maintain 
physical security of their premises, to segregate where feasible working areas where electronic data is uti-
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lized or accessible from persons (including patients) 
having no need to access those areas, and to estab-
lish standards for the use of workstations and the 
areas around workstations7; and (3) technical safe-
guards, which include system measures such as re-
quiring unique login credentials, automatic 
logoff/timeout routines, system integrity proce-
dures, regular auditing, and encryption of data that 
is being transmitted or removed.8 

 

 

Administrative Implementation 

The Privacy and Security Rules do not attempt to micromanage medical provider confidentiality practices.  
Instead, the rules provide standards which the entities are expected to implement as appropriate to their 
workplaces.  Both the Privacy and Security Rules have administrative implementation mandates which re-
quire employers to take steps such as developing appropriate policies and procedures complying with the 
standards, establishing a HIPAA compliance officer or office, determining which members of their work-
force need access to what PHI, training employees on their policies and procedures, and when necessary, 
providing remedial training or administering sanctions including discipline or discharge for violations of 
their policies or procedures.9    

 

Privacy and Security Rule Issues in Reemployment Assistance Cases 

Many cases of alleged misconduct involving HIPAA Privacy or Security Rule requirements fall into one of 
five common scenarios.  Examples of these scenarios are given in the court cases and Commission orders 
in the newsletter. 

#1 – Unauthorized Accessing of PHI  

These cases involve individuals who intentionally access PHI without authorization and without a work-
related reason.  These cases often involve “snooping” and can be among the most serious violations of 
HIPAA rules and employer policies, potentially being criminal in nature.   

#2 – Unauthorized Disclosure of PHI  

In these cases individuals who become aware of medical information through legitimate work-related ac-
tivities intentionally disclose the information to persons not entitled to the information.  These cases may 
involve “gossiping” and, particularly when the disclosure is to a non-employee, can be serious violations of 
HIPAA rules and employer policies. 

#3 – Overbroad Access or Disclosure 

In these cases, the employee has a legitimate work reason for accessing or communicating information, 
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but does so beyond what is deemed necessary or appropriate as determined by the employer.  Whether 
or not the employer establishes misconduct depends on the specific facts of the case, but the employer 
must demonstrate more than just a difference of opinion or an error in judgment.  Instead, the employer 
must establish that its policies, procedures, training, and past warnings (if applicable) were sufficient to 
show that the claimant either knew that the access or disclosure was excessive or inappropriate, or was 
indifferent to the issue. 

#4 – Inadvertent or Incidental Disclosure 

These cases are similar to #3 above, but instead of providing too much information to a person, the claim-
ant inadvertently discloses information to persons not entitled to the information.  This is particularly con-
cerning when the disclosures are to persons not employed by the covered entity, such as patients.  In ad-
dition to policies, procedures, prior training, and warnings, such cases also require consideration as to 
whether, and to what extent, the employee involved was negligent.   

#5 – Failure to Secure  

The last common type of case implicates both Privacy and Security Rules and involves the alleged failure 
of the claimant to follow appropriate policies and procedures for securing PHI.  As with the prior two sce-
narios, the employer’s policies, procedures, training and past warnings will be relevant to determine 
whether any alleged failure was for disqualifying reasons. 

 

Conclusion 

The Privacy and Security Rules may also be at issue in other misconduct and voluntary quit contexts.  Em-
ployers have raised HIPAA confidentiality issues in other misconduct scenarios, and claimants have raised 
HIPAA confidentiality issues in voluntary quit cases and as a defense to misconduct.  Regardless of the va-
riety of factual settings in reemployment assistance cases, however, appropriate proof requires more than 
a mere invocation of HIPAA.  Appropriate identification of the relevant legal standards or proof of relevant 
employer policies and procedures is necessary to establish the applicability of the mandates of the statute 
to the facts of the case.   

 
1 45 C.F.R. § 160.102(a); 45 C.F.R. § 160.103 at “Covered entities.”  Almost all providers utilize electronic information exchange, 
at least for payment purposes.   
2 45 C.F.R. § 160.102(b). 
3 45 C.F.R. § 160.003 at “Protected Health Information.” 
4 Id. and 45 C.F.R. §160.003 at “Individually Identifiable Health Information.” 
5 45 C.F.R. § 164.502(b); 45 C.F.R. § 164.512(d). 
6 45 C.F.R. § 164.530(c).   
7 45 C.F.R. § 164.310. 
8 45 C.F.R. § 164.312. 
9 45 C.F.R. § 164.308; 45 C.F.R. § 164.530. 
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UNAUTHORIZED ACCESS 

R.A.A.C. Order No. 14-00180 (Mar. 
31, 2014) 

The claimant, a records custodian for 
a medical practice, was required to 
comply with a confidentiality policy 
in her job duties.  Additionally, the 
employer had access to a hospital’s 
electronic medical records pursuant 
to a business associate agreement 
that limited the employer’s access 
for legitimate purposes associated 
with the employer’s delivery of med-
ical services to patients of the em-
ployer and the hospital.  The claim-
ant was aware of the policy and 
agreement.  However, on multiple 
occasions she used the employer’s 
access to the hospital records to ex-
amine her daughter’s records at the 
hospital, which were not related to 
ongoing treatment provided by the 
employer and thus not covered with-
in the scope of the employer’s au-
thorization.  The referee held the 
claimant discharged for misconduct.  
The Commission affirmed. 

The claimant raised two defenses, 
neither of which the Commission 
found persuasive.  First, she con-
tended that the rule was not fairly 
and consistently enforced, but she 

refused to identify any of the per-
sons she claimed had done the same 
thing.  Second, she contended that 
she was entitled to the information.  
While she may as the child’s parent 
have had the right under the Privacy 
Rule to review or obtain copies of 
the records, the Privacy Rule did not 
give her the unfettered right to ac-
cess the records any way she want-
ed.  Instead, the hospital could re-
quire her to make an appropriate 
request in order to preserve system 
security.   

 

Pesoli v. Dep’t of Employment Sec., 

983 N.E.2d 1 (Ill. Ct. App. 2012) 

The claimant worked as a secretary 

in a hospital radiation oncology ser-

vices department. The claimant was 

discharged for accessing hospital rec-

ords of a neighbor’s child, but not in 

the performance of a job duty which, 

consequently, violated the compa-

ny’s confidentiality policy and HIPAA. 

The claimant admitted she knew she 

was not allowed to access patients’ 

information unless it was related to 

her job responsibilities. The hearing 

officer ruled the claimant had been 

terminated for misconduct due to a 

deliberate and willful violation of a 

reasonable rule or policy, and the 

Board and court affirmed.  

The court explained that as a cov-

ered entity under HIPAA, the em-

ployer was legally “required to main-

tain reasonable and appropriate ad-

ministrative, technical and physical 

safeguards to (1) ensure the integrity 

and confidentiality of health infor-

mation, (2) to protect against unau-

thorized uses and disclosure of the 

information, and (3) to ensure that 

its officers and employees were in 

compliance with HIPAA.”  As the em-

ployer had promulgated the rule “in 

order to comply with HIPAA and to 

protect the confidentiality of its pa-

tients’ health information,” the rule 

was certainly reasonable. The court 

explained that the employer had 

demonstrated that it was harmed by 

the violation (as required under the 

Illinois unemployment statute con-

cerning rule violations) because fed-

eral law required the employer to 

maintain patient confidentiality, and 

breaches of this requirement could 

subject the hospital to harm in the 

form of lost business or lawsuits. 

 

UNAUTHORIZED DISCLOSURES 

R.A.A.C. Order No. 14-05152 (Jan. 
22, 2015) 

The claimant was an emergency 
room receptionist for the employer.  
During her shift, she became aware 
of the treatment of a particular pa-
tient.  Later she told a coworker of 
the patient’s treatment because she 
believed the co-worker was a friend 
of the patient.  She did not have au-
thorization from the patient or any 
business reason to tell the co-
worker.  The claimant had previously 
been written up for violating the em-
ployer’s confidentiality policy, and 
her supervisor was fired for the inci-
dent.  Based on this second violation, 
the employer discharged her.  The 
referee and the Commission held 
that the discharge was for miscon-
duct due to the repeated violation of 
the employer’s confidentiality poli-
cies. 



to undergo a second test. The moth-
er did not schedule the second test 
at that time.  The next day the pa-
tient still had not made an appoint-
ment, which the claimant brought to 
the employer’s attention.  The em-
ployer explained the patient needed 
to get in right away because she 
could have been having a miscar-
riage.  The employer instructed the 
claimant not to disclose any infor-
mation to the patient’s mother since 
the patient was over the age of 18.  
Later that day, the claimant called 
the patient’s mother and left a mes-
sage to let the patient know that she 
did not make an appointment and 
they had been unable to reach her.  
The next day, the claimant tried sev-
eral ways to contact the patient.  
She looked up the patient’s name in 
the phone book, called that number, 
and left a message.  In the message, 
she provided her name, identified 
the employer, and requested that 
the patient contact the employer 
immediately.  The phone number 
belonged to the patient’s brother; 
the patient’s mother then called to 
complain that the patient’s confi-
dentiality had been violated.  The 
claimant was terminated for vio-
lating the employer’s confidentiality 
policy, which stated that protected 
health information could not be re-
leased to anyone outside of the hos-
pital without consent from the pa-
tient.  The claimant testified that she 
did not know she violated the confi-
dentiality policy.  In light of several 
considerations, including the con-
flicting instructions given by supervi-
sors and the urgent nature of the 
directives to get in contact with the 
patient, the court concluded that 
“the employer did not meet its bur-
den of proving that the claimant’s 

actions constituted a deliberate and 
intentional violation of its work rules 
because even if she somehow violat-
ed a work policy, given all the circum-
stances, she had good cause for any 
such violation.”  Although not specifi-
cally discussed by the court, the 
claimant did not leave any infor-
mation other than the patient’s name 
and that of the clinic and number she 
should call. 

 

INADVERTENT OR INCIDENTAL  
DISCLOSURES 
R.A.A.C. Order No. 14-06636 (Jun. 1, 
2015) 

The claimant, a receptionist at a med-
ical practice, loudly asked her col-
league how to handle a situation 
where the customer could not pay.  
Her question was overheard by other 
patients in the lobby.  The claimant 
was discharged allegedly for violation 
of the employer’s HIPAA policy.  On 
review, the Commission remanded 
for additional hearing.  Although the 
claimant had been trained on HIPAA, 
the record did not establish whether 
she was trained on avoiding inadvert-

Campbell v. Planned Parenthood of 
Minn., 2015 Minn. App. Unpub. LEX-
IS 108 (Minn. Ct. App. 2015)  

The claimant, a call center agent, was 
terminated for sending a chat mes-
sage to a co-worker informing the co-
worker that his cousin had just 
scheduled an appointment, as well as 
a follow-up message stating the pa-
tient’s name.  There was no business 
reason for the communication.  The 
hearing officer determined that this 
amounted to misconduct.  The claim-
ant “was aware of HIPAA policy and 
had received training in Planned 
Parenthood’s confidentiality poli-
cies.”  The court, in affirming the 
hearing officer, held that “her action 
violated an express no-tolerance pol-
icy of her employer relating to pa-
tient confidentiality.”  The court did 
suggest that the decision could have 
been decided differently if the hear-
ing officer had determined that her 
actions were “innocent and inadvert-
ent.” 

 

OVERBROAD DISCLOSURE 

Brennan v. Unemployment Comp. 
Bd. of Review, 2012 Pa. Commw. 
Unpub. LEXIS 695 (Pa. Commw. Ct. 
2012)   

The claimant was a medical secretary 
in the employer’s OB-GYN office.  A 
mother contacted the employer to 
set up a pregnancy test for her 
daughter.  After receiving an initial 
positive test, the employer deter-
mined that a second test was neces-
sary.  The claimant contacted the 
patient’s mother because that was 
the only phone number available.  
During the call, the claimant did not 
reveal the test results but told the 
mother that the patient would need 
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UNAUTHORIZED ACCESS &  
SECURITY PROCEDURES 
R.A.A.C. Order No. 13-05720 
(Dec. 26, 2013) 

The claimant was discharged in 
part for accessing her own medi-
cal records and her son’s.  Most 
of the incidents occurred prior to 
the employer issuing a clarifica-
tion that individuals having access 
to the electronic medical records 
system could not access their own 
records or those of a dependent 
child.  The Commission discussed 
the patient’s entitlement to her own 
records, but also noted that the en-
titlement does not mean that a pa-
tient can access records at any time 
and in any manner.  Because the 
employer did not provide a specific 
explanation for why it adopted its 
policy, the Commission remanded, 
noting that the Security Rule could 
be part of the explanation. 
 

R.A.A.C. Order No. 13-05326 (Aug. 
6, 2013) 

The claimant’s identification creden-
tials were used to access medical 
records of an individual for improper 
purposes.  The individual whose pri-
vacy was violated was the wife of 
the claimant’s boyfriend, who was 
not a patient of the employer.  The 
claimant denied accessing the rec-
ords, but admitted that she left her 
credentials on her computer at 
home and speculated that her boy-
friend may have used them.  The 
hearing officer found that she had 
been discharged for misconduct be-
cause she failed to secure her cre-
dentials in violation of employer pol-
icy.  The Commission affirmed, ex-
plaining the purpose of the Privacy 
Rule and Security Rule, and pointing 

out that this case was a classic exam-
ple of a HIPAA violation.   

 

FAILURE TO SECURE 

R.A.A.C. Order No. 14-03273 (Aug. 
15, 2014) 

The Commission affirmed the disqual-
ification of an employee who failed 
for several days to notify the employ-
er that she had misplaced her keys to 
the office, despite being aware of the 
office practice to replace locks when 
keys were lost, and despite being ad-
vised to notify the doctor by a 
coworker.  The Commission conclud-
ed the claimant’s failure to comply 
with the instruction jeopardized the 
employer’s compliance with the 
HIPAA Security Rule, and that the em-
ployer was entitled to expect prompt 
compliance with an instruction de-
signed to secure the facility.  

 

R.A.A.C. Order No. 14-03071 (Dec. 
24, 2014) 

The claimant worked as a third party 
analyst for the employer.  During a 
busy period, she emailed a large 
amount of PHI to an outside unse-
cured email address without encryp-
tion.  While doing so potentially vio-
lated the employer’s data security 

ent disclosures, or whether she knew 
or should have known that what she 
did was not proper procedure.   

 

Docherty v. Unemployment Comp. 
Bd. of Review, 898 A.2d 1205 (Pa. 
Commw. Ct. 2006)  

The claimant, a phlebotomist, was 
sent to draw blood from a five-year-
old patient.  The patient was in a 
non-private room with two beds, 
eight feet apart.  The patient, the 
patient’s parents, a second patient, 
and the second patient’s mother 
were all in the room.  The claimant 
introduced himself and stated that 
he was there to draw blood.  The pa-
tient’s parents asked why blood was 
being taken, and the claimant re-
sponded that the blood would be 
used for a rapid HIV and hepatitis 
test. After the claimant left the room, 
the patient’s mother complained 
about the claimant’s giving the rea-
son for the blood test in the pres-
ence of others.  The employer termi-
nated the claimant for violation of its 
confidentiality policy, which provided 
that employees were required to 
safeguard patient information from 
unauthorized viewing or listening.  
The court concluded that the claim-
ant had not engaged in misconduct.  
The employer did not provide any 
specific training on dealing with a 
highly foreseeable situation of its 
own creation, and while the policy 
was not strictly complied with, the 
employer (and the patient’s mother) 
were as responsible as the claimant 
for the non-compliance. 
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protected to comply with the HIPAA 
Privacy and Security rules.  The 
hearing officer determined that the 
claimant committed misconduct by 
violating the procedures for han-
dling confidential client information.  
The court affirmed, stating: “It was 
reasonable for Family Life to require 
its employees to protect the confi-
dentiality of client information as 
mandated by federal law.  Smith 
violated this reasonable policy when 
he placed confidential client infor-
mation on his flash drive without 
ensuring that it was password-
protected.”  The court rejected as 
irrelevant the argument that 
“corporate culture was lax in pro-
tecting confidential client infor-
mation and many other employees 
used flash drives to store client in-
formation.” 

 

MISCELLANEOUS 

R.A.A.C. Order No. 13-05527 (Nov. 
22, 2013) 
The Commission reversed the dis-
qualification of the claimant, who 
was accused of violating employer 
policies and HIPAA, by discussing 
potential adoption options with a 

mother who had just given birth a 
few hours before.  Because the pa-
tient requested to speak with the 
claimant, and there was no indica-
tion that any PHI was specifically 
discussed beyond the patient identi-
ty and the fact that she had given 
birth, the Commission held that 
there was no proof that the Privacy 
Rules were violated.  Further, the 
employer failed to introduce any 
policies at all that would have cov-
ered the specific incident.  The Com-
mission held that the employer 
failed to prove anything more than 
an isolated instance of poor judg-
ment. 
 

R.A.A.C. Order No. 15-01731 (Jul. 
21, 2015) 

The Commission reversed the dis-
qualification of the claimant, a med-
ical bill collector, allegedly for vio-
lating HIPAA by asking for a pa-
tient’s name and other identifying 
information for use for billing pur-
poses.  The Commission held that 
such inquiries were regularly used 
for billing purposes, and were not 
on their face violations of HIPAA.  
Moreover, the employer did not in-
troduce any evidence that the 
claimant’s actions violated a policy 
in requesting such information.  The 
employer did contend that the 
claimant violated a call policy with 
regard to identification, but the em-
ployer failed to introduce any policy 
document showing the specific pro-
cedures.  Accordingly, the Commis-
sion held that misconduct had not 
been proven. 

standards implementing the Security 
Rule, the employer did not discuss 
the relevant policy, or even identify it 
as being the policy by which the 
claimant was discharged.  The em-
ployer did establish there was a gen-
erally known prohibition against 
sending PHI outside the office unen-
crypted, but the claimant’s unre-
butted testimony was that her super-
visor authorized her to send the data 
unencrypted.  Accordingly, the Com-
mission affirmed the referee’s hold-
ing that misconduct was not estab-
lished. 

 

Smith v. Family Life Mental Health 
Ctr., 2014 Minn. App. Unpub. LEXIS 
847 (Minn. Ct. App. 2014)  

The claimant was a psychologist for 
the employer, a mental health cen-
ter.  An employee found the claim-
ant’s flash drive containing confiden-
tial client information in the parking 
lot of the employer’s building.  The 
employer discharged the claimant 
because the flash drive contained 
confidential client information and 
was not password protected.  The 
employer established it required cli-
ent information to be password-
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Medical evidence, in the form of testimony or documentation, is commonly offered in reemployment as-
sistance cases.  The evidence may be as simple as an individual testifying as to his medical status or 
providing a proof of treatment note, or as complex as a detailed evaluation or medical chart offered as an 
exhibit.  Most of the time, the evidence is about the health status of the claimant or a family member for 
whom s/he is responsible.  These situations will generally involve evidence offered by either party that 
was originally provided to the employer by the claimant.  
 

On occasion, however, a party may offer medical evidence regarding third parties.  This usually occurs 
when a medical industry employer alleges the claimant violated medical confidentiality laws or employer 
policies, and the employer offers testimony or documentation regarding the third party’s medical infor-
mation that the claimant allegedly misused.   
 

The Legal Standards 

Federal and Florida laws require medical institutions and providers to maintain the confidentiality of 
medical information and records.  The most detailed laws are the Privacy and Security Rules adopted un-
der the Health Insurance Portability and Accountability Act of 1996 (HIPAA).  These rules limit the use of 
“Protected Health Information” or “PHI.”  PHI is medical information generated or received by a covered 
entity that identifies (or can be used to identify) the patient and relates to the patient’s health condition, 
treatment, or payment for health services, provided the information is transmitted or maintained by the 
covered entity.1  Most cases in which an employee is discharged for an alleged privacy or confidentiality 
violation concerning health information will involve HIPAA standards.  In some cases, the employer may 
wish to introduce testimony or documentation that contains information that would be considered pro-
tected under these regulations.  These regulations do not just prohibit employees from misusing PHI; 
they also regulate the circumstances under which such information can be used for any purpose, includ-
ing legal proceedings.   
 
The HIPAA regulations are very technical.  However, a few basic principles simplify the application of the 
rules.  First, these rules only apply to medical evidence that is being offered by a “covered entity” such as 
a medical practice2, health plan, or health care clearinghouse, and 
only when the covered entity is offering information that it generat-
ed or received in that capacity.  Medical information provided by an 
employee to an employer (including a covered entity) for employ-
ment purposes is not covered by these rules3, and so cases in which 
medical information is being offered about the claimant will general-
ly not implicate the Privacy Rule unless the employer is attempting to 
obtain it from a third party without the claimant’s consent. 
 
Second, medical evidence always can be used with the consent of 

the affected individual.  Thus, when the evidence is offered by either 

party from information provided by the claimant, the claimant has at 

one time or another consented to the disclosure of the evidence.  

Chairman’s Evidence Corner 

Third Party Medical Evidence in RA Hearings 
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Likewise, a party may obtain the consent of a third party for 

use of the evidence in legal proceedings.  However, this con-

sent must be in writing and contain specific information.4 

 

Third, the responsibility for complying with the Privacy Rule 
does not belong to the appeals referee; these duties are 
placed on the covered entities.  If any employer wishes to 
use such evidence, it is the employer’s responsibility to en-
sure compliance.  
 

The Privacy Rule provisions regarding use of PHI for legal 
proceedings may arise in a number of evidentiary contexts.  
First, an employer may request issuance of a protective order permitting it to use its PHI and providing 
for protection of the confidentiality of the information.  Second, a claimant may wish to subpoena infor-
mation from the employer to establish a defense to such an allegation.  Third, an employer may wish to 
subpoena PHI about the claimant from a third party.  Finally, a party may object to the other party’s offer 
of evidence as not compliant with the Privacy Rule.  In any case, the hearing officer may need to issue an 
order addressing the admissibility of the evidence, limiting its use, and determining how it will be sub-
mitted. 
 

The Privacy Rule provisions regarding use of PHI in legal proceedings include a specific standard for use in 
judicial and administrative proceedings, and general standards for use in “health care operations.”  The 
specific standard has two provisions.  The first simply authorizes a party to provide PHI in response to an 
order of a tribunal.5  The more complicated second provision allows a covered entity to produce PHI “in 
response to a subpoena, discovery request, or other lawful process, that is not accompanied by an order 
of a court or administrative tribunal” if either of the following is true: (1) the party serving the subpoena 
provides the covered entity with “satisfactory assurance” that “reasonable efforts” have been made to 
notify the individual whose PHI is being sought; or (2) the party serving the subpoena provides the cov-
ered entity with “satisfactory assurance” that “reasonable efforts” have been made to obtain a “qualified 
protective order.”6  A qualified protective order is a judicial or administrative order or a stipulation by the 
parties that “[p]rohibits the parties from using or disclosing the protected health information for any pur-
pose other than the litigation or proceeding for which such information was requested; and [r]equires the 
return to the covered entity or destruction of the protected health information (including all copies 

made) at the end of the litigation or proceeding.”7  This last 
requirement, although available in courts, is problematic 
for agency tribunals subject to record retention laws, such 
as the Department and Commission.  Thus, the better ap-
proach is for the hearing officer to enter an order providing 
as much protection as Florida law permits. 
 

However, it may be unnecessary to go to this effort when 
the employer wishes to offer its own records to prove mis-
conduct.  The U.S. Department of Health and Human Ser-
vices Office of Civil Rights has stated that a covered entity 

Chairman’s Evidence Corner 
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that is a party in a legal proceeding may use PHI from its rec-
ords when necessary under the “health care operations” pro-
visions8 if the legal proceeding involves a “covered func-
tion.”9  While the agency guidance includes litigation over 
treatment or payment as examples, where the employer has 
discharged a claimant for an alleged violation of confidential-
ity policies implemented pursuant to the Privacy or Security 
Rules, it could be argued that the use of the PHI would be for 
covered purposes.  There is no definitive authority on this 
specific point, however. 
 

Although Florida law is less detailed in how medical records 
are to be maintained as confidential, it is more restrictive in 
use of medical records of third party patients in legal pro-
ceedings.10  Unlike HIPAA, it does not provide unrestricted 
authority for a court to determine when medical evidence 

may be sought and used in the absence of specific consent.  Instead, Florida law provides that such infor-
mation may be disclosed “upon the issuance of a subpoena from a court of competent jurisdiction and 
proper notice to the patient or the patient’s legal representative by the party seeking such records.”  
Thus, ordinarily for third party medical information to be obtained in discovery, notice to the third party 
is required.11  Florida cases differ on whether redaction is an acceptable alternative to providing notice to 
the affected third party.12  In the absence of a definitive answer in a comparable case, the Commission 
views thorough redaction as an acceptable means of compliance with Section 456.057(7), Florida Stat-
utes.  As with the Privacy Rule, an appropriate written consent or authorization will also suffice.   
 
The Practical Approaches 

Because the responsibility to comply with the HIPAA Privacy and Security Rules lies on the covered enti-
ties, the appeals referee need only be prepared to address a request for a subpoena or protective order 
in a manner consistent with the Privacy Rule and Florida law.  Where these issues arise, the referee must 
decide the best method for handling such requests.  However, two common steps can be taken to mini-
mize the disclosure of confidential information whether or not a confidentiality law is applicable, and 
even when use is clearly permissible. 
 

The most common step to protect patient confidentiality in docu-

mentary evidence is redaction.  If the documentary evidence is 

sufficiently “de-identified,” the evidence may no longer be PHI 

covered by the Privacy Rule.13  In cases where the specific identity 

of the patient is not a crucial fact or a significant piece of evi-

dence, the documentary evidence can be modified to avoid re-

vealing the patient’s name, address, or any other distinctive iden-

tifiers.  Even where full de-identification as described by the Priva-

cy Rule is not feasible, a covered entity may provide documentary 

PHI in a redacted form, such as by using a patient number or code 

that does not readily identify the patient, but still allows verifica-

Chairman’s Evidence Corner 
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tion of the record.  This method may require the parties to 

agree on the identity of the individual(s) involved outside 

the hearing record to ensure that the claimant is not denied 

a fair opportunity to respond to a specific allegation.   

 

In terms of testimonial evidence, it may be sufficient in 
many cases simply to refer to patient records without fur-
ther specification as to a particular patient.  In a case where 
the evidence involves multiple patients, patients can be 
identified by pseudonyms such as “patient 1, patient 2,” etc.  
Where the identity of the patient is relevant only in terms of the relationship of the patient to the claim-
ant, the parties can identify the patient by that relationship rather than the name of the patient.  For ex-
ample, if the claimant is accused of improperly accessing the medical records of a relative, the referee 
can simply have the parties refer to the third person as the claimant’s “cousin” or “sister-in-law.”   
 

Deciding the appropriate steps to maximize protection of third-party PHI while ensuring both parties to 

the case have a full opportunity to present and defend their positions will not always be easy, but it is 

possible to provide protection for patient confidentiality in a manner that complies with the law while 

giving both parties a full and fair hearing. 

 

1. 45 C.F.R. § 160.103 “Protected Health Information.” 
2. A health provider is covered by the Privacy and Security rules if it transmits any health information electronically, 45 C.F.R. § 

160.103 “Covered Entity” at (3), including insurance claims.  Virtually all providers do so.   
3. 45 C.F.R. § 160.103 “Protected Health Information” at (2)(iii).   
4. 45 C.F.R. § 164.508(b)&(c).  For example, the employer may acquire consent for such use before the fact by obtaining a spe-

cific authorization as part of a general notice and consent for patients.  Id. at (b)(3) (compound authorizations).  However, in 

practice such authorizations rarely include specific language authorizing use in judicial or administrative proceedings. 
5. 45 C.F.R. § 164.512(e)(1)(i).   
6. 45 C.F.R. § 164.512(e)(1)(ii). 
7. 45 C.F.R. § 164.512(e)(1)(v). 
8. 45 C.F.R. § 164.506. 
9. http://www.hhs.gov/hipaa/for-professionals/faq/704/may-a-covered-entity-use-protected-health-information-for-litigation 

index.html 
10. § 456.057(7)(a)3., Fla. Stat.   
11. The language of the statute could be read to limit use of such evidence in a hearing by a party in possession of it.  However, 
the exception in Section 456.057(7)(a)3. does not address this scenario, and the case law deals with discovery of such evidence 
from other parties.   
12. See Amente v. Newman, 653 So.2d 1030, 1032 (Fla. 1995)(permitting redaction where notice may not be feasible); Sachs v. 
Innovative Healthcare, Inc., 799 So. 2d 355, 358 (Fla. 3d DCA 2001)(requiring redaction of patient identifying information); but 
see Coopersmith v. Perrine, 91 So. 3d 246 (Fla. 4th DCA 2012)(adopting Second DCA precedent and concluding redaction was 
insufficient absent showing of inability to give notice); Graham v. Dacheikh, 991 So. 2d 932, 935-37 (Fla. 2d DCA 2008)
(distinguishing Amente on grounds that notice was possible and other grounds including the limited purposes for which the 
evidence was sought).  None of these cases involved situations similar to the issues discussed in this article; in none of these 
cases was the medical evidence directly relevant to the issue being decided in the case; and in none of these cases was the 
medical information already known to both parties in the case.   
13. 45 C.F.R. § 164.514(a)&(b). 
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In June 2016, RAAC Chairman, Frank E. 
Brown, travelled to Hartford, Connecticut 
to present to the National Association of 
Unemployment Insurance Appeals Profes-
sionals (NAUIAP) annual meeting on HIPAA 
issues in UI law.  Appeals professionals 
from more than 30 states were in attend-
ance to hear the Chairman address this 
complex topic. 

     HIPAA in UI Law introduced attendees to 
the Health Insurance Portability and Ac-
countability Act of 1996 (HIPAA) and its im-
pact on unemployment benefits proceed-
ings.  The presentation included an over-
view of HIPAA including key definitions re-
garding coverage, and a detailed discussion 
of the administrative simplification man-
date, the Privacy Rule, the Security Rule, 
and how these provisions are relevant both procedurally and on the merits of cases. 

     The Chairman also presented this topic as part of a series of CLE seminars for Office of Ap-
peals referees and RAAC attorneys.  The Office of Appeals and RAAC developed this series to 
provide an overview of complex legal topics that may surface in reemployment assistance pro-
ceedings.  Chairman Brown kicked off the series on September 14, 2016, with his presentation 
on the role of HIPAA in RA Law.  The CLE was similar in content and structure to the presenta-
tion given at the NAUIAP conference, but it focused more on Florida’s case law and specific 
scenarios found in RAAC orders.  HIPAA in UI Law was a companion piece to the analyses and 
case summaries provided in this issues of Appeals Quarterly.   

HIPAA in UI Law: Outreach Presentations 
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Chairman Brown presents at the 2016 NAUIAP Conference 

in Hartford, Connecticut. 
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