
Step-by-Step Guide:  Using the Enhanced Log-In Screen  
One-Stop Service Tracking (OSST) System 

 
The screen that authorized individuals use to enter the OSST system has been enhanced and the 
changes to the OSST system will be implemented on the evening of February 19, 2009.  Users will see 
the changes on February 20, 2009.    These enhancements include updated security features.   
 
Staff logging into the OSST system will be required to update their passwords to meet the enhanced 
security features within a week of February 20, 2009.  The password requirements are as follows: 
 

o New passwords cannot contain spaces, single quotation marks (‘), double quotation marks (“), 
or the user’s system identification (entered in the User ID element of the log in screen).  

o New passwords must be between eight and sixteen characters. 
o New passwords must include a combination of letters and numbers (example: 

eye8chocolate). 
o The user cannot update his/her password using one of the last three passwords (s)he utilized. 
o The user must change his/her password every 90 days.  The user will be prompted after 90 

days to change his/her password if (s)he has not done so electively.  
 
I.     Steps for the user to update his/her password when required 
 
The following process will guide the user to update his/her password.  If an individual does not have 
access to OSST or is inactive, the user must contact his/her Regional Security Officer (RSO) based on 
local operating procedures to gain access to the system.  The individual will not be able to establish an 
account or activate an account from the log in screen.  
 
Step 1:  Open the OSST log in screen browser. The user must enter his/her identification in the box titled 
User ID.  The user must also enter his/her current password in the box titled Password.  If the user does 
not remember his/her password, (s)he must contact the RSO based on local operating procedures for a 
password reset.  Staff cannot use the New User function.   After entering the correct user id and current 
password, click the Login button.   
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Step 2:  The user will be prompted to enter a new password in the box titled New Password.  The user 
must confirm the new password by manually reentering it in the Confirm New Password feature.  The 
user cannot copy and paste the new password into the box titled Confirm New Password.   After the 
user has confirmed the new password click the Continue button.    
 

                            
 
Question:  What if I do not remember what the password requirements are?  The user can click on the 
feature titled Password Requirements.  See above, the feature is circled.  The screen shot below 
displays the result of clicking the Password Requirements button. 
 

                           
 
Step 3:  The user will be required to enter an email address in the box titled Email Address. The email 
address should be based on local operating procedures.  This should be a real email address used by 
the program or the individual.  The user will be required to confirm the email address by reentering it in 
the box titled Verify.  After the email address is entered and verified, click the Submit button.  
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Step 4:  The user will be prompted to select three security questions.  
 

                             
 
If the user selects only two security questions, the user will get an error message.  
 

                               
 
If the user selects more than three, only the first three will show on the next screen.  
 
Step 5:  Enter the answers to the security questions. Make sure that the answers are memorable. Click 
Submit Your Answers.  
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Question:  Why do I have to select security questions and enter answers that I can remember?  The 
OSST system now allows users to reset their password if they remember their User ID and the answers 
to at least two of the three security questions. This will be outlined in Section II of this document.  
 
Step 6:  The user may be taken back to the log in screen.  The user must enter his/her user id and new 
password. The user must then click the Login button.  (S)he will be taken to the Desktop screen. 
 

                              
 
 
II.     Other features on the enhanced log in screen 
 
If the user forgets his/her password, the user can reset his/her password through the new security features.  The 
user must have completed the enhanced security updates prior to using this feature.  This means the user must 
have: 
 

• Entered and confirmed a new password that met the security requirements (Step 2); 
• Entered an email address (Step 3); and 
• Selected three security questions and entered the answers to those questions (Step 4 and Step 5). 

 
To reset a password, the user can follow the steps below.  
 
Step A:  The user must enter his/her user id in the box titled User ID.   
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Step B:  The user must then select the Forgot button next to the titled Password. OSST will then search for the 
user id and show found next to the user id.  
 

                           
 
Step C:  The user will be prompted to answer the first security question.  Enter the correct answer and click the 
Submit Your Answer button.  
 

                                 
 
Step D:  If the answer to the first question is correct or incorrect, the user will be required to answer the second 
security question.   
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If the user does not answer at least two out of three correctly, the user will be denied access, see below. 
 

                               
 
The user will be required to contact the RSO based on local operating procedures.  
 
Step E:  If the user answers at least two out of three of the security questions correct, the user will be prompted to 
enter a new password.  The user must also confirm the new password by retyping it in the box titled Confirm New 
Password.  The user must click the Continue button.  
 

                          
 
The user will be taken to the Desktop screen.  
 
III.     Updating passwords, email addresses and security questions/answers 
 
Users can update passwords, email addresses and the security questions/answers used to reset a password.   
 
Step 1a:  The user must enter his/her user id and password on the log in screen.  The user must click the Change 
Password button.   
 

                                 
 
 
Step 2a:  The user will be taken to the password update screen.  
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From here, the user can select the Update E-Mail button to update his/her email:  
 

                           
 
Or, the user can select the Update Hints button to change the questions or answers to his/her security questions. If 
the user simply wants to update the answers, the user selects the Answer These Three Questions button at the 
bottom of the screen. The user will be taken to the screen to enter new answers. If the user wants to select new 
questions, the user can uncheck any questions (s)he wants to stop using.  The user can then select a new question 
to answer. The user must click the Answer These Three Questions button at the bottom of the screen once (s)he 
selects the three questions (s)he wants to use.  The user must enter the new answers and complete the process to 
update his/her hints.  
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Question:  Can program staff use the Forgot feature next to the User ID box?  No, program staff cannot enter 
primary demographic or personal information to get their user id.  Individuals who have staff level access in OSST 
have access to a host of information that is confidential and protected under Federal and State law.  To ensure the 
information is safeguarded, staff members must contact their RSO (according to local operating procedures) if they 
forget their user id.   
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